Create an IAM user for your application
1. Navigate to https://console.aws.amazon.com/iam/home
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2. Click on the “Users” on your dashboard
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3. Click “Add user” button L sid e I
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4. Type in user name and select “Programmatic access” type. Click “Next”.

Set user details
You can add multiple users at once with the same access type and permissions. Learn more
User name* | WsAwsUser

© Add another user

Select AWS access type
Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* (v] Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and
other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

5. Assign permission roles: Select “Attach existing policies directly” and select 3 following
policies (you can search for “AmazonEC2” to find them):

~ Set permissions

oy Copy permissions from Attach existing policies
'&‘ Add user to group M existing user directly
Create policy 3
Filter policies + Q AmazonEc2 Showing 17 results
Policy name « Type Used as
Ld ] AmazonEC2ContainerRegistryReadOnly AWS managed Permissions palicy (1)
3 AmazonEC2ContainerServiceAutoscaleRole AWS managed
v 3 AmazonEC2ContainerServiceEventsRole AWS managed Permissions policy (1)
» AmazonEC2ContainerServiceforEC2Role AWS managed
3 AmazonEC2ContainerServiceFullAccess AWS managed
] AmazonEC2ContainerServiceRole AWS managed
3 AmazonEC2FullAccess AWS managed

®

AmazonEC2ReadOnlyAccess AWS managed Permissions policy (1)


https://console.aws.amazon.com/iam/home

Click “Next”. Assign any desired tags. “Next” again. Review user details and click “Create
user”

IMPORTANT! Write down Acces key ID and secret access key as they are shown only once
and there are no way to recover them later.

& Download .csv
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